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    c.  Is limited to personal, non-duty time, when possible. In determining when 
authorized use is possible during personal, non-duty time, approval authorities may 
consider individual mission requirements, differences in time zones, personal 
emergencies, and other such factors.  

    d.  Meets security considerations and requirements based on the system and 
equipment used (for example, operations; personnel; physical security; system 
accreditation; virus checks, protection, and tests).  

    e.  Does not adversely reflect on the U.S. Government, DOD, DA, or the Battalion.  

4.  Security.  

    a.  The Internet is global and diverse. This increases the risk of security problems. 
Connection to the Internet not only gives users access to everyone else on the Internet; 
everyone else on the Internet has access to the user. Using the Internet therefore 
increases vulnerability to system disruption, unauthorized entry, and computer viruses.  

    b.  Because of the increased risk to security caused by connection to the Internet, 
security-accreditation requirements and operations-security procedures must be 
followed. Anti-virus protection and virus-checker software must be used.  

DANGER'S VOICE! 
 
 
 
      ////original signed//// 
      JIM GARRISON 
      LTC, SC 
      Commanding 
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