1ID PAM 1-201
COMMAND INSPECTION CHECKLIST

FUNCTIONAL AREA: CHAPTER: 7 DATE OF REVISION:
Security SECTION: B 1 MAY 03
PROPONENT/PHONE NO: PROGRAM/ACTIVITY/TOPIC (PAT) | UNIT INSPECTED/DATE:
11D PMO Arms Room and Sensitive Item Storage
350-7130 Facilities
ITEM GO NO-GO

1. Does the unit have a DA Form 4604-R that is not more than 5 years old in the arms room
indicating the highest category of weapons/ammunition authorized for storage? (AR 190-11,
para 2-2d)

2. If deficiencies are listed on the DA Form 4604-R, are compensatory measures being taken
until the deficiencies are corrected? (AR 190-11, para 2-4)

3. Has a request for a waiver or an exception been submitted for uncorrectable deficiencies
noted on a physical security inspection, or is one on file in the arms room? (AR 190-11, para
2-4)

4. Is the arms room door provided with exterior security lighting? (AR 190-11, para 4-2d)

5. Are exterior security lights covered with mesh screen or vandal resistant lenses that will
prevent their being broken? (AR 190-11, para 4-2d(5))

6. Are switches for exterior lights installed so that they are not accessible to unauthorized
individuals? (AR 190-11, para 4-2d(4))

7. Are arms room doors, other than the main entrance, secured from the inside with locking
bars, dead bolts, or with approved secondary padlocks? (AR 190-11, paras 4-2, G-1d(3))

8. Are the door hinges the fixed pin security hinge type or equivalent? Are exposed hinge
pins pinned, spot welded, or otherwise secured to prevent removal? (AR 190-11, paras 4-2, G-
1d(3))

9. Are the bars or steel mesh that protects windows and openings embedded in the structures
of the building or welded to a steel frame that is securely attached to the wall with the
fastening inaccessible from the exterior of the arms storage facility? (AR 190-11, para G-1le)

10. Are high security padlocks (S&G model 831B, NSN 5340-01-188-1560; Hi Shear model
LK 1200, NSN 5340-00-799-8248; or S&G model 833C, NSN 5340-01-217-5068) used with
high security hasps to secure the arms room door? (AR 190-11, para 4-2¢(1)) NOTE: On a
double door system, the high security lock and hasps will be on the most secure door. The
most secure door will normally be the one meeting the specifications in item 9 above.
Secondary padlocks with a hardened steel shackle (5200 series) may be used to secure the
other door.
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11. Are weapons stored in the arms room secured in standard issue racks or locally fabricated
arms racks or metal containers that are certified by the local engineers (DEH), and is the
certificate filed in the arms room? (AR 190-11, para 4-2¢(2))

12. Are all weapons racks and containers secured to prevent removal of AA&E, and locked
with approved secondary padlocks? (AR 190-11, para 4-2¢(3))

13. Are weapons racks and ammunition containers that weigh less than 500 pounds fastened
to the walls/floors, or are they chained together in groups totaling more than 500 pounds? Are
the chains secured with approved secondary padlock, and are the chains heavy duty, hardened
steel, galvanized of at least 5/16 inch thickness? (AR 190-11, para 4-2¢(2))

14. Are “Restricted Area” signs posted near the entrance on the outer wall of the arms room,
at eye level, in English and the HN language? (AR 190-11, para 4-15)

15. Are signs posted on the wall near the entrance to the arms storage room, vault, or building
in both English and the HN language, announcing the presence of IDS? (AR 190-11, para 3-
6b; UR 190-13, para 6-34)

ARMS ROOM KEY CONTROL

1. Are primary and alternate key and lock custodians appointed in writing to ensure the proper
custody and handing of arms room keys and locks? (AR 190-11, para 3-8c)

2. Does the unit have a current roster of personnel authorized to receive arms room keys,
signed by the designated unit official and protected from public view? (AR 190-11, para 3-8a)

3. Are personnel listed on the access roster the only personnel that have access to AA&E/IDS
keys? (AR 190-11, para 3-8a)

4. If the key depository weighs less than 500 pounds, is it secured to the structure with bolts
and/or chains equipped with secondary padlocks? (AR 190-11, para 3-8b(2))

5. Are spare arms room keys stored at the next higher headquarters? (UR 190-13, para 5-6b)

6. Are spare keys verified on a DA Form 5513-R and a locked container signed for on a DA
Form 2062? (UR 190-13, para 5-6d)

7. Are operational, spare and maintenance keys stored separately? (UR 190-13, para 5-6)

8. Are AA&E keys only issued by the commander and/or the primary/alternate key
custodians? (AR 190-11, para 3-8c)

9. Is the transfer of AA&E keys between authorized personnel properly recorded on DA Form
5513-R? (AR 190-11, para 3-8c)
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10. Does the SDNCO/SDO sign for a locked container on a DA Form 2062 and verify with the
armorer on a DA Form 5513-R for serial number when the arms room keys are left in his/her
possession? (AR 190-11, para 3-8f)

11. Are inventories of keys and locks conducted twice a year, and are the results documented
and retained for 1 year? The inventories may be documented on DA Form 5513-R. (AR 190-
11, para 3-8c)

12. Does the key and lock custodian maintain a record identifying all keys and locks and
combinations to locks used to secure arms room racks, containers, security chains, and all
replacement or reserve keys and locks? (AR 190-11, para 3-8c)

13. Is a DA Form 5513-R used to ensure positive control of keys, and to establish
responsibility for the custody of stored AA&E, and is the DA Form 5513-R retained for 90
days when completed? (AR 190-11, para 3-8a)

14. Have padlocks and keys that do not have a serial number been given one? (AR 190-11,
para 3-8a)

15. In the event of lost, misplaced, or stolen keys, was an investigation initiated immediately?
Are replacement or reserve locks, cores, and keys secured immediately to preclude access by
unauthorized individuals? (AR 190-11, para 3-8b(2))

16. Are padlocks not in use secured to the staple or hasp when the area or container is open to
preclude theft, loss, or substitution of the lock? (AR 190-11, para 3-8d)

17. Are master key systems or multiple key systems used? (AR 190-11, para 3-8b(3))
NOTE: This is prohibited.

18. Are keys to arms room storage buildings, rooms, racks, IDS, or containers removed from
the installation? (AR 190-11, para 3-8a)

19. When the responsibility for arms room keys is transferred between two authorized
individuals, do both parties conduct a physical count of all arms and ammunition stored in the
arms room? (AR 190-11, para 2-6¢ and DA PAM 710-2-1, para 9-10)

20. Is the count in 19 above recorded on DA Form 2062 and maintained on file until the next
serial number inventory is conducted? (DA PAM 710-2-1, para 9-10)

IDS
1. Is the arms room staffed, under constant surveillance (by individuals) or have an active IDS

and checked by a security patrol (SDO, SDNCO, or guard) at least once each eight hours for
CAT II? (AR 190-11, para 4-2f(1))
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2. In the event the IDS fails, are armed guards posted 24 hours each day to maintain constant
unobstructed observance, prevent unauthorized access to the storage structures and stop or
make known any unauthorized access to the storage structures? (AR 190-11, para 4-2(2)a)

3. Is the IDS control unit door key (maintenance key) kept from other operational IDS keys,
and is access permitted only to authorized maintenance personnel? (AR 190-11, para 3-8a)

4. Do personnel closing the protected area (arms room), ensure that the control unit is changed
from “Access” to “Secure” before departing the arms room area? (UR 190-13, para 6-22)

5. Are procedures in effect at the monitoring station to verify the identity of personnel before
opening and closing a facility protected by IDS? (AR 190-13, para 6-22)

6. Is a DA Form 5513-R maintained for issuing and receiving IDS keys? (AR 190-11, para 3-
8)

7. Do arms-room personnel have a list of personnel authorized by the DEH and verified by the
ASG or BSB security officer to perform maintenance, repair, and testing of IDS? (UR 190-13,
para 6-29b)

SECURITY SCREENING PROGRAM

1. Has the command conducted a security screening program for all personnel who are
assigned duties that involve responsibility for control, accountability? (AR 190-11, para 2-11)

2. Are security screening checks recorded on DA Form 7281-R? Are DA Form 7281-R
maintained in unit files until the individual departs or is relieved of his or her AA&E-oriented

duties? (AR 190-11, para 2-11a)

3. Have personnel authorized unaccompanied access to category II AA&E been subject to the
security screening program? (AR 190-11, para 2-11 6)

4. Did security screening include personal interviews by the individual’s commander, medical
files check, personnel records check, and PM files check? (AR 190-11, para 2-11c¢)

5. Are security screening checks updated every 3 years? (AR 190-11, para 2-11¢)

ACCOUNTABILITY OF POF

1. Are POFs, ammunition, and weapons stored in unit arms rooms tagged with the name,
grade, SSN, and DEROS of the owner; make, caliber, and serial number of the registration?
(UR 190-6, para 6-22)

2. Is USAREUR Regulation 190-6 posted on the unit bulletin board? (AR 190-11, para 4-
5a(3))
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3. Are POFs, ammunition, and other weapons secured in the arms room stored separate from
military AA&E and protected by the same security measures (incl inventory and
accountability) that are required for Government arms and ammunition? (AR 190-11, para 4-
5a(1); UR 190-6, para 13)

4. Do personnel desiring to use their POF obtain written permission from their commander
and sign the weapon out using the same sign in procedures as those required for Government

weapons? (UR 190-6, para 14b(1))

MISCELLANEOUS

1. Has a written SOP been established for the activity, approved through command channels,
and maintained on file? (AR 190-11, para 1-12a)

2. Has the arms room SOP been updated within the last 12 months and reviewed by the PMO
or Security Office? (AR 190-11, para 1-12a)

3. If the facility is a consolidated arms room, have procedures been established in a written
LOA to assign responsibility for access, issue, receipt, and physical accountability for all
items? Does the LOA identify the unit that has responsibility for overall security of the
facility? (AR 190-11, para 4-4)

4. Are high value items, such as NVGs being secured with the appropriate double barrier
protection. (AR 190-13, para 3-6)

5. Has a training program been established for individuals responsible for the accountability
of Arms, Ammunition, and Explosives (AA&E)? (AR 190-11, para 2-10)

6. If ammunition is stored in the arms room, is it consistent with operational requirements,
authorized in writing by the unit commander, and inventoried by lot number during the
monthly serial number inventories? (AR 190-11, para 5-8c(1)a; DA Pam 710-2-1, para 9-
11b(3))

7. Is the ammunition authorized for storage in the arms room, stored in separate containers
from weapons, and secured in banded crates or metal containers equivalent to standard issue
metal wall lockers? (AR 190-11, para 5-8c(1)a)

8. Are monthly serial number weapon inventories being conducted by an NCO, warrant
officer, commissioned officer, or DOD civilian appointed by the responsible officer, and not

by the same person in consecutive months? (UR 190-13, para 5-4a(1))

9. During monthly arms room serial number and sensitive item inventories, is loose

ammunition that is not banded and in sealed containers counted and annotated on the inventory

sheet showing total rounds on hand by type? (UR 190-13, para 5-4a(1), DA Pam 710-2-1,
para 9-11b(3))
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10. Are monthly arms room records maintained for at least 2 years if no discrepancies were
found and 4 years if discrepancies were found? (USAREUR Reg 190-13, para 5-4a(1), AR
190-11, para 6-2b(2)(b)(1) & DA Pam 710-2-1, para 9-11b(4))

11. Are tools (such as hammers, bolt cutters, chisels) that could be used to assist unauthorized
persons gain access to arms storage facilities readily accessible to intruders? (AR 190-11, para
4-18a)

12. Is the most recent physical security inspection report maintained on file in the unit? (AR
190-13, para 2-11)

13. Is a report of actions to correct deficiencies attached to the most recent inspection? (AR
190-13, para 2-12)

14. Are AA&E storage facilities re-inspected within 6 months if they fail the initial
inspection? (AR 190-11, para 2-6a(4))

15. Are category Il AA&E storage facilities checked by a security patrol on an irregular basic
(not exceeding 8 hours)? Are these checks recorded on SF 702, and maintained on file for 90

days? (AR 190-11, para 4-21(2)(a))

16. Has the commander provided written approval for storage of high value items (such as
night vision devices, compasses, field glasses) in the arms room? (AR 190-11, para 4-18b)

17. Has the unit armor signed for all property in the arms room? (AR 710-2, para 2-10)
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RATING STANDARDS:
+ Commendable - At least 90% GO rate on all inspected items
+ Satisfactory - At least 70% GO rate on all inspected items

* Needs Improvement - Any loss of accountability for any weapon, sensitive item or keys/locks for securing
weapons and sensitive items or lack of AA&E security screened personnel and/or 69% or below GO rate on

all inspected items
Inspector’s Comments Mandatory for all NO GO items. (Attach Additional Sheets if Necessary.)

**Areas that are not in the Commander’s immediate control will not be considered for the units overall rating, but
will be annotated as an inspector’s observation for the command inspection.

NOTES:

VERIFICATION

X

Unit POC's Signature, Name Rank, Date

X

Inspector's Signature, Name Rank, Date
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