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SECTION I
GENERAL

1‑1 PURPOSE. The purpose of this handbook is to assist security personnel with implementation of DoD, Army, and USAREUR security policies and procedures.  It is not to be used as a substitute for any regulatory requirements.

1‑2 REFERENCES.  Basic references used in preparation of this handbook are provided at Appendix G. 

1‑3 EXPLANATION OF TERMS. An explanation of terms used in this regulation is provided in the Glossary.

1‑4 RESPONSIBILITIES.

    a.  All individuals with access to classified information are responsible for making themselves knowledgeable of all applicable regulations concerning the safeguarding of the information, material, or equipment.

    b.  Commanders at all levels are responsible for establishing and implementing security policies and procedures within their command, and for initiating and supervising measures needed to ensure compliance with security regulations. Commanders must ensure that:

        (1) Persons having access to classified information are properly cleared and that their conduct is monitored, as required by appropriate security regulations.

        (2) Proper and appropriate procedures are followed for the security of material and equipment.

        (3) Security plan, policies, and procedures of their respective higher headquarters are implemented.

    c. Security Managers are responsible for the following:

        (1) Establishing procedures and monitoring their implementation for safeguarding classified defense information, property, and personnel belonging to the unit.

        (2) Advising and representing the unit’s Commander on matters pertaining to the classification, downgrading, marking, and declassification of national defense information.

        (3) Recommending procedures for ensuring that all personnel who are to handle classified information are appropriately cleared and trained in information security procedures.

        (4) Advising and assisting members of the unit on individual classification decision problems, and in the development of appropriate classification guidance.

        (5) Reviewing preliminary and formal inquiries into reports of security violations, and advising the Commander on recommended courses of action.

        (6) Executing a program of document review to reduce unneeded classified holdings, consistent with operational requirements.

        (7) Establishing and maintaining an aggressive Security Awareness Program.

        (8) Providing security advice, assistance, and support to the OPSEC Program.

        (9) Providing advice, assistance and guidance to security managers of subordinate units to ensure that effective, comprehensive and continuing personnel, information, automated information system and physical security programs are maintained.

        (10) Serving as the point of contact with higher headquarters concerning security matters.

        (11) Maintaining documentation of annual educational requirements.

        (12) Providing a monthly Sensitive Compartmented Information (SCI) billet report to the SSO.

        (13) Ensure access rosters are maintained and updated on a monthly basis with copies furnished to G2 Security section and other appropriate subordinate or lateral units.

        (14) Conduct systematic reviews of classified holdings for possible downgrading, declassification, and destruction.

        (15) Oversee preliminary inquiries into possible security violations, compromises, or practices dangerous to security, ensuring timely submission of required reports to the Brigade, Battalion, or Detachment Security Manager.

        (17) Providing advice, assistance, and guidance to the unit on procedures and policies for implementing information, document, personnel, physical, and AIS security programs.

    d. Leaders at all levels are responsible for ensuring that each subordinate is briefed on security requirements and procedures as part of the normal in‑processing procedures. In addition, supervisors are responsible for reporting violations of security procedures, or practices dangerous to security, to the appropriate security personnel.

    e.  ACofS, G-2 is the Division Security Manager and exercises staff responsibility for counterintelligence activities, information security and personnel security.  Questions should be addressed to G-2, 1 ID, ATTN:  AETV-BGB-CI, APO AE 09036.

        (1) Subordinate units may request security assistance visit from the 1ID G2 at any time.

        (2) All 1ID units (to separate company) will be inspected at least annually by higher headquarters for compliance with document and personnel security regulations.

(3) Security managers should conduct unannounced spot checks of document security compliance to assess unit OPSEC awareness.

SECTION II
PERSONNEL SECURITY

2-1. GENERAL.  S2s/Security Managers are responsible for the Personnel Security Program for their respective units. 

2-2. IN/OUT PROCESSING.  S-2s will establish procedures for in/out processing and will maintain requisite records to reflect the same.

2-3. SECURITY CLEARANCE VERIFICATION.  Security clearances must be verified prior to access being granted to classified defense information.

TO VERIFY SECURITY CLEARANCE -

 - DA FORM 873 FROM CCF IN 201 FILE

 - VERIFY SECURITY CLEARANCE THROUGH PSB OFFICER RECORDS/ENLISTED RECORDS

 - VERIFY SECURITY CLEARANCE WITH CCF TELEPHONE TERMINAL

This is the only way to ensure you are getting the most current information on an individual’s status.  In order to use this service your UIC must be registered with CCF.  This is done with PCCF-S Form 38 sent through your next higher HQ.

You will need your UIC, Subject’s SSN, Subject’s Name.  The CCF Telephone Operator will provide the following information: 

	Investigation Type
	Actions pending at CCF

	Investigation Date
	Whether there are derogatory files at CCF

	Clearance Granted
	


You can call five (5) times per day at:

COMM:  301 677-3346

DSN     :  923-3346/2316 

COMM:  301 677-7075/7076/7077 

2-4. INTERIM SECRET CLEARANCES.  May be granted provided:

    a.  Local Agency Check conducted with favorable results.

    b.  Access to classified not previously suspended/revoked.

    c.  Request for security clearance determination submitted IAW AR 380-67.

2-5. SCARs.  S-2s/Security Managers will provide SCARs to the G-2 SSO once per quarter or more often if changes in unit dictate.

NEED FURTHER GUIDANCE?  SEE:

- AR 380-67 (PERSONNEL SCTY)

- USAREUR SUPPL TO AR 380-67
2-6.  BADGES.   G2 issues TOC badges.  Badges must be returned to the S2/G2 upon reassignment, PCS, or ETS.
2-7.  SECURITY TRAINING.

REQUIRED TRAINING

* SAEDA

* TERRORISM

* CLASSIFIED DOCUMENT/INFORMATION

  SECURITY

* COMPUTER SECURITY

* TRAVEL BRIEF

* NATO BRIEFING (IF REQUIRED)
    a.  All soldiers with access must receive security briefings on security principles, special accesses (if required), and any unique unit security policies, to include travel security.

    b.  Records of training and annual refresher training must be maintained.

2-8.  PASSING SECURITY CLEARANCES.  S-2s/Security Managers are responsible for passing security clearance verification for assigned soldiers in advance of meetings.  They are responsible for verifying the clearances of visitors prior to allowing access to classified information.

TYPES OF ADVERSE INFORMATION

- DWI/DUI

- Drunk and Disorderly Conduct

- Assault (aggravated or simple)
- Excessive Indebtedness

- Returned Checks for Insufficient Funds

- Child/spouse abuse or neglect

- Any criminal act with host nation interest

- Lewd acts

- AWOL

- Referral for psychiatric counseling or evaluation

- Patterns of misbehavior reflecting on the individual’s reliability as evidenced by counseling statements, letters of reprimands, or admonitions.
2-9.  ADVERSE INFORMATION.  With the requirement for Periodic Reinvestigations (PRs) being changed, it is imperative that S-2s/Security Managers report all derogatory information on assigned personnel whether or not that individual has current access or a current security clearance.  

SECTION III
NATO MATERIAL

NATO ACCESS
- US EQUIVALENT SECURITY CLEARANCE

- NEED TO KNOW

- BRIEFED BY S2 

WHO NEEDS ACCESS?

 - DIVISION/BRIGADE STAFF

 - COMMANDERS

 - S2s/S3s/S4s

 - PLANNERS AT ALL ECHELONS ACCESS
3-1 GENERAL.

The procedures outlined below are for the purpose of identifying and briefing all personnel who will have access to NATO SECRET or NATO CONFIDENTIAL information.

  3-2 SECURITY REQUIREMENTS. 
    a.  Personnel who have been identified for access to NATO material must have a US equivalent security clearance.  Personnel are required to be briefed by their S2/Security Manager and to receive an annual rebriefing thereafter.  

    a.  Personnel must execute DA Form 2543 (Briefing/Rebriefing/Debriefing Certificate) which will be maintained by the S-2.

    b.  Security Managers will annotate NATO access to Security Clearance Access Rosters.

    c.  Personnel who will be responsible for hand-carrying NATO material will receive an additional NATO courier briefing as outlined on page 3-6, AR 380-15.

    d.  NATO storage requirements are outlined on page 26, para 1-36, AR 380-15.  

        (1) Same standards as for US classified material.

        (2) Can be maintained in the same drawer as US classified material, however; it must be separated by a file divider.

NEED FURTHER INFORMATION?

REFER TO:

 - AR 380-15 (Safeguarding NATO Info)

 - USAREUR Supplement to Reg 380-15 
SECTION IV
SENSITIVE COMPARTMENTED INFORMATION (SCI) PROGRAM MANAGEMENT

SCI ACCESS
- US TS/SCI SECURITY CLEARANCE

- NEED TO KNOW

- BRIEFED BY SSO

WHO HAS SCI ACCESS?

 - COMMANDERS TO BRIGADE LEVEL

 - DIVISION PLANNERS

 - S2s/S3s TO BATTALION LEVEL

 - SELECTED PERSONNEL 

SCI ACCESS IS STRICTLY CONTROLLED!
4-1 GENERAL.  This appendix provides instructions for the management of the SCI access program and addresses processing nominations for SCI access.

4‑2 RESPONSIBILITIES.
    a. The S2, acts in the name of the Commander and is responsible for:

        (1) Processing SCI access nominations submitted within the unit and passing those results to the SSO.        

        (2) Reviewing and forwarding required forms for initiation of Single Scope Background Investigations (SSBI), or SSBI Periodic Reinvestigations (PRs), for those personnel nominated for SCI access under compelling needs. 

    b. Division SSO acts as executive agent in matters concerning the security, use and dissemination of SCI. This includes:

        (1) Providing guidance and oversight to all subordinate units.

        (2) Conducting indoctrinations, debriefings, and travel/assignment briefings of SCI indoctrinated personnel.

        (3) Passing clearance verification messages as needed.

4‑3 REQUEST FOR SCI ACCESS. To read-on someone to SCI, approval is required. Requests and justifications must be forwarded to the SSO. These requests will be reviewed by the SSO and forwarded to the appropriate approving authority.

4‑4 NOMINATION PROCEDURES.  Early identification of personnel who will require access to SCI is of paramount importance.  Access may be granted on a permanent basis or for a specific time period (one‑time access) for briefings, training, schooling, or exercise purposes. Individuals who require access to SCI must be nominated by the appropriate security manager.

    a. Nominations for personnel will be forwarded from the respective S2/Security Manager by DA Form 5247‑R. Units nominating personnel for access will ensure that a justification memorandum is also sent .

    b. Nominations for one‑time access will also be submitted by DA Form 5247‑R. The justification for one‑time access will include specific justification why SCI access is required and for the period access will be required. Indoctrination for one‑time access, will not normally be approved for over 90 days duration, or the end of the school/training course/ mission orientated exercise, whichever is shorter.

    c. Compelling need Nomination.  All requests for Compelling Needs will be forwarded through the G-2 for validation/signature.  In certain instances, a situation arises when a command experiences difficulty in performing critical mission related functions due to lack of SCI eligible personnel. Because of the adverse impact, these situations have on the unit’s mission; SCI access decisions must be resolved as quickly as possible.  Nominations using compelling need may be submitted for both regular SCI access and one‑time access. The following procedures apply to submission of compelling need nominations:

        (1) Nomination is submitted from respective S2’s by memorandum but must be signed by a rank of 0-5 or higher. 

        (2) Justification must show how denial of access will impact on the ability of the unit to accomplish its assigned mission and that other personnel are not available to perform the duties.

        (3) Requesting unit must ensure that the nominee completes SSBI packet, local records checks are favorable, and favorable personal interview has been accomplished.

        (4) The respective S2 will forward the compelling need to G2 for final endorsement.  G2 will forward the completed packet to CCF.
4‑5 INDOCTRINATION BRIEFING/DEBRIEFING.
    a.  The SSO is the ONLY entity authorized to do SCI indoctrination briefings, rebriefings and debriefings for those with SCI access.

    c. Upon PCS, ETS, or when the need‑to‑know no longer exists, the individual will be debriefed from SCI access by the SSO. For those soldiers that are PCSing, a copy of their PCS orders will be provided to SSO so a debriefing report may be forwarded to the gaining SSO.  Exception being ‑ if the individual requires a SCI access at the new duty station, the SSO may do a transfer‑in-status.  The individual’s gaining unit must initiate and approve the transfer-in-status request to the losing SSO. 

FOR FURTHER GUIDANCE CONTACT THE DIVISION SSO AT DSN 350-6788
DEPARTMENT OF THE ARMY

Headquarters and Headquarters Company

1st Infantry Division

APO AE 09036
MEMORANDUM FOR:  CCF, ATTN:  PCCF-S, Ft Meade, MD 20755-5250  

SUBJECT:
Nomination for SCI Access and Compelling Need for LTC ________

1.  LTC ______________ is the Battalion Commander for TF _____, X BDE, 1ID.  He will be deployed to a six month long mission in _______ starting in May, 2001.  It is imperative he has SCI access for this mission.  He will be the commander of a battalion for the United Nations peacekeeping mission  ______.

2.  JUSTIFICATION:  A Battalion Commander is briefed at the SCI level for the purpose of assessing hostile situations which may affect operations and contingency planning.  3.  Request that LTC ____________, SSN be nominated for SCI access.  Following is the relevant information:

a.  Reporting Commander:

b.  Supporting SSO:  SSO 1 ID

c.  UIC:

d.  SSN:

e.  NAME:

f.  ALIASES:

g.  DOB/POB:

h.  RANK:  LTC

i.   STATUS: 0 - Active Officer

j.   REASON FOR REQUEST:  TS/SCI

k.  PRIOR INVESTIGATION:  SBI DATE;

l.   LOCAL FILES CHECK WAS FAVORABLE

m. FEDERAL SERVICE:  Continuous since ___________.

4.  POC for this request is NAME and PHONE NUMBER.







(Signature block)

NAME

RANK, GS

ACofS, G2

Example of a Compelling Need Letter to Special Actions, CCF

SECTION V
FOREIGN TRAVEL RESTRICTIONS

WHO DO THEY APPLY TO?

- SCI INDOCTRINATED PERSONNEL

- FORMERLY SCI INDOCTRINATED PERSONNEL

- CERTAIN INTELLIGENCE PERSONNEL

FOR LISTED REQUIREMENTS/ FURTHER GUIDANCE REFER TO PARA 6, USAREUR REG 380-60 
5‑1 GENERAL.
Due to the ever present threat of

Terrorist violence against U.S. service members and their families, we must ensure that our soldiers do not travel to restricted countries without proper chain of command approval.

5-2 PROCEDURES.  

1st Infantry Division Travel Policy

1.  References:

     a.  Message, USAREUR, ATCD-ZA. 160907ZOCT00, subject: USAREUR QUARTERLY TRAVEL GUIDANCE, 1ST QTR, FY01.

     b.  E-mail note, G3OPSFP@hq.c5.army.mil, October 27, 2000, subject: Draft V Corps Antiterrorism/Force Protection (AT/FP) Travel Policy.

     c.  State Department Travel Warning List, http://www.travel.state.gov/.

2.  Purpose: To establish division approval policy for official and unofficial travel outside of Germany.  There has been a recent increased threat to U.S. service members, their families, and U.S. civilians both inside and outside the USAREUR Area of Responsibility (AOR).  Because of recent thefts in the AOR, potential surveillance of personnel and facilities, and terrorist activity aimed at the U.S. military abroad, we must ensure that all individuals understand the regulations governing travel to restricted countries and gain approval from the proper chain of command.  

3.  Procedures: Due to the ever present threat of terrorist violence against U.S. service members and their families, we must ensure that our soldiers do not travel to restricted countries without the proper chain of command approval.

     a.  Official Travel: 

(1) Official individual travel by 1st Infantry Division personnel to restricted countries may only be approved by a Colonel or higher.  This travel will only be approved if it is absolutely essential for mission accomplishment.  Restricted countries are those listed on the 1st ID Restricted Travel Country List (See enclosure 1).

(2) All DA Form 1610’s must be reviewed for destinations listed on the 1st ID restricted travel list. 

     (a) The ACofS, G2 will issue a restricted travel list to Resource Management every 

week.  The list is a compilation of the USAREUR and V Corps restricted country travel listings and the State Department Travel Warning List.  

     (b) The Division Resource Management office will review all DA Form 1610’s for travel to countries listed on the 1st ID Restricted Travel Country List.  


(3) Division Resource Management will ensure that the DA Form 1610 is signed by a colonel or higher before approving the orders.

     b.  Unofficial Travel:

(1) Unofficial individual travel (Leave/Pass) to restricted countries must be authorized by a specific waiver from the first General Officer (GO) in the soldier's chain of command.  

       (a) The ACofS, G2 will issue a restricted country travel listing to all major 

subordinate commands and separate battalions weekly.  This list will be further disseminated to company level by the major subordinate commands and separate battalions.  

       (b) Units will prepare a memorandum for record specifying the individual, the dates of travel, the destination country, and the purpose of the travel.  The memorandum will have an approval/disapproval endorsement with the signature block of the first General Officer in the unit’s chain of command.  
Commanders will include a statement on the leave or pass form verifying that Antiterrorism/Force Protection (AT/FP) training requirements have been met.  The unit security manager is responsible for giving the individual a hazardous travel and country briefing.

(2) Similar General Officer approval is also required for travel to or through countries listed in the State Department current travel WARNINGS.  The US State Department (DOS) website, http://travel.state.gov/travel_warnings.html provides current travel security information on all countries.   These countries will be included on the 1st ID Restricted Travel Country List.


(3) Unofficial group travel will be processed through the appropriate BSB/ASG channels IAW guidance in UR 525-13.

     c.  Indoctrinated Personnel:  Personnel indoctrinated to Sensitive Compartmented Information (SCI) must report both official and unofficial travel to the Special Security Officer (SSO) at least two weeks prior to departure.  
4.  Family members should not travel to restricted countries without full knowledge of the threats and associated risks involved.  Spouses of 1st ID personnel are highly encouraged to attend the Individual Security awareness training with their sponsor or when offered within each Base Support Battalion (BSB).

5.  The POC for this action is the ACofS, G2 at DSN 350-6242.

Encl





        BANTZ J. CRADDOCK







        Major General, USA







        Commanding

DISTRIBUTION: A


1st ID Restricted Travel Country List
A. ALBANIA

B. ALGERIA

C. ANGOLA

D. BOSNIA

E. BURUNDI

F. CENTRAL AFRICAN REPUBLIC

G. DEMOCRATIC REPUBLIC OF CONGO

H. GUINEA

I. GUINEA BISSAU

J. IVORY COAST

K. LEBANON

L. LIBERIA

M. LIBYA

N. MACEDONIA

O. MOZAMBIQUE

P. NIGERIA

Q. REPUBLIC OF CONGO

R. RWANDA

S. SIERRA LEONE

T. SYRIA

U. FEDERAL REPUBLIC OF YUGOSLAVIA (SERBIA, MONTENEGRO, KOSOVO, AND

VOJODINA)

V. ZIMBABWE

Travel Warnings are issued when the State Department recommends that Americans avoid a certain country. The countries listed below are currently on that list. In addition to this list, the State Department issues Consular Information Sheets <travel_warnings.html> for every country of the world with information on such matters as the health conditions, crime, unusual currency or entry requirements, any areas of instability, and the location of the nearest U.S. embassy or consulate in the subject country. 

Burundi - 1/20/00
Bosnia & Herzegovina - 11/29/00
Federal Republic of Yugoslavia - 11/27/00
Haiti - 11/17/00
Solomon Islands - 11/3/00
Liberia - 11/2/00
Indonesia - 11/1/00
Israel, the West Bank and Gaza - 10/24/00
Yemen - 10/12/00
Angola - 9/8/00
Tajikistan - 8/31/00
Lebanon - 8/28/00 
Sierra Leone - 8/4/00
Sudan - 6/19/00
Albania - 6/12/00
Eritrea - 5/19/00 
Republic of Congo - 5/3/00
Democratic Republic of Congo - 5/2/00
Nigeria - 4/7/00
Algeria - 3/31/00
Colombia - 1/28/00 
Somalia - 12/21/99
Iran - 9/14/99
Iraq - 9/10/99
Pakistan - 8/10/99
Libya - 8/4/99
Afghanistan - 7/8/99
Guinea-Bissau - 6/14/98 

SECTION VI
MARKING OF CLASSIFIED MATERIAL

MARKINGS

- CONSPICUOUS

- LETTERS LARGER THAN PAGE ON PRINT

- TOP/BOTTOM

- INDIVIDUAL PARAGRAPH MARKINGS

- CLASSIFICATION AUTHORITY

- DECLASSIFICATION INSTRUCTIONS

FOR FURTHER GUIDANCE SEE CH 4, 

AR 380-5 (DA INFORMATION SECURITY PROGRAM)
6‑1 GENERAL.  Originators of classified material are responsible for the proper determination of the classification or declassification markings on all categories of material.

6‑2 GUIDANCE.  Classification markings as outlined in Ch 4, AR 380-5 will be followed.

6‑3 DERIVATIVE CLASSIFICATION.  Most classified documents prepared within the Division are derivatively classified, i.e., the classification is based upon a classification guide or a source document.  In this case, the term “DERIVED FROM” will replace the term “CLASSIFIED BY”.  There will also be no requirement to include a “REASON LINE”.

    a.  The derivative classification shall indicate the source document or the agency, activity or command and office of origin and the date of the source or guide.  If the derivative classification is based on more than one source document or classification guide, the “DERIVED FROM” line shall read “MULTIPLE SOURCES” and the derivative classifier must keep a list of the sources with the file or record copy of the derivatively classified document.  This list should be provided with all copies of the document when practicable.

    b.  Declassification instructions for derived classification document shall carry forward the fact that the source was marked with either a “DATE” (the date of origin of the most recent source document(s)) or “OADR” as applicable.  For example:

DERIVED FROM:  HQDA MEMO “CLASSIFICATION MARKINGS”: 12 OCT 01

                                 OFFICE OF THE DEPUTY CHIEF OF STAFF FOR:

                                 INTELLIGENCE (DAMI‑POC)

DECLASSIFY ON: SOURCE MARKED “OADR”

DATE OF SOURCE:  12 OCT 01
SECTION VII
CUSTODIAL PRECAUTIONS

PROCEDURES
- APPROVED SECURITY CONTAINER

- USE OF COVER SHEETS

- VERIFY CLEARANCE AND NEED TO KNOW

- PRACTICE GOOD SECURITY!
- USE SF 701 (ACTIVITY SECURITY CHKLIST)

- USE SF 702 (SCTY CONTAINER CHKLIST)
7‑1 GENERAL. The protection of classified information is the responsibility of each individual who has knowledge or possession of that information, regardless of how that knowledge was obtained. 

    a. Whenever classified information is not under the personal control or observation of an authorized person, it will be secured in an approved security container, vault or area approved for classified open storage.

    b. Material removed from storage will be covered with a classified document cover sheets (SF 703, 704 or 705) when not in secure storage, especially when carried between offices, placed in internal distribution centers, placed in in/out boxes, etc.

    c.  Destroyed in accordance with the procedures established for classified material of when no longer needed.

    e.  Ensure proper security clearance and need to know prior to providing classified defense information to any individual.

FURTHER QUESTIONS?

SEE CH 5, AR 380-5

USAREUR SUPPL 1 TO AR 380-5
SECTION VIII
DOCUMENT CONTROL AND ACCOUNTABILITY

DOCUMENT SECURITY

	MAINTAIN MINIMUM NECESSARY
	ACCOUNTABILITY

	JUNE IS DESIGNATED “CLEAN OUT AND DESTROY” MONTH
	ADMIN CONTROL MEASURES


8‑1 GENERAL. This appendix addresses the procedures for implementing a program for the control and accountability of classified material.

8‑2 PURPOSE.  Each subordinate unit/element or section bears the responsibility to keep classified and unclassified holdings to the minimum level needed to accomplish their respective missions. 

    a. Security Managers will continually review classified holdings to destroy that material that is not necessary.

        (1) When a significant amount of classified material is destroyed prepare a Memorandum for Record format:  the date, the amount, and the names of the document control officers who was present at the time of destruction  (e.g. on 12 Aug 95, 2 linear feet was destroyed by CPT Smith and SFC Jones ).  

        (2) IAW USAREUR REG 380-5, all unnecessary documents must be destroyed annually NLT the end of the month of June.

    b. During the months of December and June of each year, conduct a 100 percent systematic review of all classified material. During this review, questions concerning declassification or downgrading should be referred to the appropriate unit Security Manager/S2.

8‑3 TOP SECRET INFORMATION.
    a. A properly cleared Top Secret Control Officer (TSCO) and an alternate (minimum grade of E‑7 or GS‑07) will be appointed in writing for each command that handles, processes or stores TOP SECRET collateral material. TSCO duties and responsible are as outlined in Ch 7, AR 380-5.

8‑4 SECRET INFORMATION.
    a. The use of document registers, internal receipts, periodic inventories and destruction certificates for an internal SECRET accountability system is prohibited except for Sensitive Compartmented Information, NATO, COMSEC, RODCA, OFCO, or other types of material for which control/accountability procedures are specified in other DA regulations or directives.

    b. Receipts received with incoming material will be signed immediately by the proper recipient and the original returned to the sender. A copy of the signed receipt will be retained for 2 years.

    c. A document receipt for SECRET information will be prepared when mailed through the U.S. postal system. Receipts are not required when a member of the sending or receiving activity makes transferring of the material personally.

8‑5 CONFIDENTIAL INFORMATION.  Administrative controls other than those prescribed by specific DA regulations or directives are prohibited. Receipts for transmittal of CONFIDENTIAL information are optional, but recommended. Signing an internal receipt for CONFIDENTIAL material is prohibited unless required by a non‑Army originator.

SECTION IX
REPRODUCTION OF CLASSIFIED MATERIAL

REPRODUCTION

- MINIMIZE REPRODUCTION

- APPROVAL AUTHORITY

- APPROVED REPRODUCTION MACHINE

- REPRODUCTION CONTROL LOG

- REPRODUCTION NOTICE
9‑1 GENERAL. The following concerns reproduction of classified material within all staff sections/subordinate units.  

9-2 Reproduction of TOP SECRET Material.  Portions of documents and material, which contain TOP SECRET information, shall not be reproduced without the consent of the originator or higher authority. Records shall be maintained by the TSCO to show the number and distribution of reproduced copies of all TOP SECRET documents. TOP SECRET material will not be reproduced without the SSO and TSCO present.

9‑3 Reproduction of SECRET Material.  The individual having supervisory responsibility over the requestor is responsible for approving requests for reproduction of SECRET material. Commanders, heads of activities or Security Managers, will establish procedures to ensure each reproduced copy of a document requiring continuous accountability is brought under proper control and provided the same protection as the original.  Log will be utilized to account for reproduced copies.

Reproduction of SECRET material will be kept to an absolute minimum consistent with operational requirements. The S2/Security Manager will give authorizations for Xerox machines to reproduce SECRET or CONFIDENTIAL documents only. These authorizations will be kept to an absolute minimum, (e.g., one per staff section or floor of building).  Approval notices will be posted in the vicinity of the machine. These authorizations must be renewed yearly. 

9‑4 Reproduction of CONFIDENTIAL Material.  The user, on machines designated for reproduction without restraints, may reproduce CONFIDENTIAL material, providing the document is not marked with special reproduction limitations.  

SECTION X
POSSIBLE SECURITY VIOLATIONS OR COMPROMISE OF CLASSIFIED INFORMATION / MATERIAL

WHAT TO DO:

- REPORT VIOLATION

- INITIATE INVESTIGATION

- WRITTEN REPORT WITHIN 72 HRS

- DAMAGE ASSESSMENT TO ORIGINATOR

- 15-6 INVESTIGATION

FOR GUIDANCE/PROCEDURES SEE:

CH 6, AR 380-5

PARA 6-100, USAREUR SUPPL 1 
10‑1 GENERAL. This section outlines the procedures to follow concerning possible security violations or compromises of classified information.

10‑2 Upon discovery of a possible security violation or compromise of classified information and/or practice hazardous to security:

    a. The individual who discovers or suspects that a violation or possible compromise has occurred will immediately notify his respective S2/Security Manager, Security Control Official, and immediate supervisor.

    b.  The S2/Security Manager will:

        (1) Expeditiously notify the unit commander and the G-2 CI/Security Office.

        (2) Ensure that an initial investigation is conducted to determine complete details (e.g., who, what, when, where, and how, etc.), likelihood of compromise, responsible individual(s), recommendations to preclude recurrence and recommendation for initiation of further investigation (e.g., AR 15‑6, CI investigation, etc). 

        (3) Provide the unit commander and the G-2 with a written report of findings of the preliminary inquiry within 72 hours of initial notification (except for CCO/SCI violations, which will be initially reported within 24 hours).

        (4) The Security Manager must also notify the originator of the document of the findings of the preliminary investigation (if compromise did occur).

    c. The unit S2/Security Manager will forward comments, recommendations and action taken by the commander or supervisor to the next higher S2/G2. 

10‑3 When it has been determined that unit personnel are responsible for security violations, compromise of classified information or hazardous security practices, it is the responsibility of Commanders to take appropriate disciplinary action IAW appropriate regulation’s and the UCMJ, depending upon the severity of the violation.

SECTION XI
Transporting Classified Material

PROCEDURES:

- ENSURE PROPER CLEARANCE

- COURIER BRIEFING

- PROPER WRAPPING/MARKINGS

- COURIER CARD

- OUTSIDE GERMANY REQUIRES COURIER LETTER SIGNED BY G-2

- SCI MATERIAL

FOR FURTHER GUIDANCE SEE:

CH 8, AR 380-5

PARA 8-300, USAREUR SUPPL 1

FOR SCI MATERIAL, CONTACT SSO
11‑1. GENERAL.  Some classified material must be hand carried from one point to the next. This appendix deals with the proper method of hand carrying/transporting classified material.

11‑2. TRANSPORT OF COLLATERAL MATERIAL. Appropriately cleared personnel may be authorized to escort/hand carry classified collateral material between their duty location and another location, subject to the following:

    a. Within Germany, the individual must be designated as a courier and have an approved courier card signed by the S2.  Courier cards are a controlled item and must be documented in some type of log system.  You must also keep track of when courier cards have expired so you can confiscate them and issue the person a new card. 

Courier briefing must be maintained within unit files.

    b. For travel outside of Germany, a courier authorization letter must be obtained from the G-2. 

11‑3. TRANSPORT OF SCI MATERIAL.  

    a. SCI material may be transported only via Defense Courier Service (DCS) or by an SCI courier appointed on orders by the SSO. Prior to transporting any SCI material, telephonic confirmation will be made ensuring a storage area and access thereto, upon arrival.

    b. SCI courier orders will be issued on a case‑by‑case basis.  

OUTSIDE GERMANY COURIER REQUEST FORMAT

PART I. TO BE COMPLETED BY INDIVIDUAL REQUESTING APPROVAL.

UNIT/ACTIVITY MAKING REQUEST:                                                              

DATE:                                             

INDIVIDUAL(S) TO BE DESIGNATED AS COURIER:

NAME
RANK/GRADE
SSN
  

CLEARANCE

PROPOSED DATES OF TRIP:                                                                              

CLASSIFICATION OF MATERIAL:                                                                     

DESCRIPTION OF MATERIAL:                                                                           

DEPARTURE POINT:                                     DESTINATION:                            

INTERMEDIATE OVERNIGHT STOP:                                                                

JUSTIFICATION FOR HAND‑CARRYING ON RETURN TRIP (IF

OPERATIONALLY REQUIRED)                                                                           
AIRLINE SCHEDULE:

DEPARTURE POINT   FLIGHT #
ARRIVAL POINT
TIME

STORAGE ARRANGEMENTS:

DURING OVERNIGHT STOPS ENROUTE:                                                             

AT DESTINATION:                                                                                                   

SUPERVISOR’S SIGNATURE

 Example of Outside Germany Courier Request Format.

PART II.  TO BE COMPLETED BY THE SECURITY MANAGER.

RECOMMEND APPROVAL OF THIS REQUEST FOR AUTHORIZATION TO HAND CARRY CLASSIFIED MATERIAL OCONUS ABOARD COMMERCIAL 
AIRCRAFT.

CONTROL NUMBER IS:                                                                                          




(ASSIGNED BY THE SECURITY MANAGER)

SECURITY MANAGER’S SIGNATURE

PART III.
TO BE COMPLETED BY APPROVING AUTHORITY.

REQUESTED HAND CARRY AUTHORIZATION IS:
APPROVED/DISAPPROVED.

CDR SIGNATURE

Continuation of an Example of Outside Germany Courier Request Format.

SECTION XII
STORAGE OF CLASSIFIED INFORMATION/MATERIAL

STANDARDS

- APPROVED GSA SECURITY CONTAINER

- OPEN STORAGE FACILITIES

- NO EXTERNAL MARKINGS ON CONTAINER

- FREQUENCY OF COMBINATION CHANGES
12‑1 GENERAL. Classified information/material will be stored under conditions adequate to prevent unauthorized persons from gaining access.  Specific standards and specifications for security containers, vaults, and storage rooms are contained in Chapter V and Appendix H, AR 380‑5. Request for exception to these storage must include a detailed justification and identify measures to be taken for “security in depth,” in place of the prescribed structural standards.

12‑2 Constructing and relocating facilities for open storage of classified material will be kept to a minimum.   Request for open storage of SECRET or CONFIDENTIAL information/material will be submitted to G2 Security Section) and will comply with instructions in App H, AR 380-5 and App Q, USAEUR Suppl 1 to AR 380-5.

12‑3 There will be no external markings on security containers or vaults to indicate the level of classified information stored therein. For identification purposes, each container or vault will be assigned an administrative number or symbol. This number or symbol will be placed on vault or container externally.

FOR GUIDANCE SEE:

CH 5 AND APP H, AR 380-5

APP Q, USAREUR SUPPL 1 TO AR 380-5
12-4 Combinations will be changed as outlined in AR 380-5.

12‑5 Prior to the turn‑in of security containers a thorough inspection of the container will be conducted to insure that classified material is not left in the container. This inspection will include removal of drawers and visual inspection of the interior.

SECTION XIII
DISPOSAL AND DESTRUCTION OF CLASSIFIED MATERIAL

- DESTRUCTION STANDARDS

- RECORDS OF DESTRUCTIONS

- EMERGENCY DESTRUCTION
13-1 GENERAL.  Classified material must be destroyed by an approved means sufficient to preclude recognition or reconstruction of the classified information. 

13-2 Records of Destruction.  Records of destruction are required only for TOP SECRET AND NATO SECRET documents, which require continuous accountability.  Records of destruction are to be maintained for minimum of five (5) years for CCI and two (2) years for TOP SECRET COLLATERAL.

13-3 Classified Waste.  Will be destroyed using methods approved for the appropriate level of classified information.  

13-4 Emergency Destruction.
a. Emergency evacuation and destruction plans must be developed and practiced at all levels to ensure the proper protection of classified material in case of fire, natural disaster, civil disturbance or hostile action.

b.  Emergency destruction plans will be filed as the first document in the locking drawer of each security container.  The plan must be posted in an obvious location in areas designated for open storage of classified materials.

    c.  Documented annual rehearsals of emergency plans are required at all levels.  

FOR FURTHER GUIDANCE SEE

CH 5, AR 380-5

PARA 5-203, USAREUR SUPPL 1
APPENDIX A

SECURITY EDUCATION BRIEFING

A‑1. GENERAL. Security education consists of an initial security orientation, refresher briefings, foreign travel briefings and debriefings. The focus of the training and education program must be to highlight to all personnel the threat, which exists to classified information/material and the measures taken to reduce that threat to the lowest practical level. Security education within 1 ID must include training in general security procedures as well as SAEDA.  Security presentations must be adapted to fit the audience.

A‑2. RESPONSIBILITY. It is the responsibility of all Commanders, through their Security Managers, to ensure that all personnel are aware of the threat, the protective measures needed to counter the threat, and each individual’s responsibility to protect the information with which they deal on a daily basis.

NOTE: There are numerous movies, videotapes, slide presentations and books available, which may improve awareness programs. This type of material is available through audiovisual agencies in Europe. For further information and/or Subversion and Espionage Directed against the Army (SAEDA) briefings, local Counterintelligence field elements should be contacted for assistance.

A‑3. SECURITY REMINDERS. The following are some general security reminders, which should be incorporated into a security education briefing and given to newly arrived personnel.

    a. What you read, see or hear at work must be left in the office.

    b. Do not try to impress people with your importance by telling them about your duties and responsibilities.

    c. Do not leave any classified papers, disks, equipment, or audio visual aids unattended anywhere.

    d.  No classified material should be placed in your desk.

    e. Each person unlocking or locking a container, which holds classified material, will insure that his/her initials followed by the time the container was unlocked or locked is entered on SF Form 702 (Safe for Cabinet Security Record) directly following the date of the action.

    f. Reversible “CLOSED‑OPEN” or “LOCKED‑OPEN” signs will be used as a reminder that a classified container is opened or closed.

    g. When a classified file, folder, disk or document is removed from a container, ensure an appropriate cover sheet will be placed on the document to prevent unauthorized persons from seeing its contents.

    h. All classified waste will be destroyed each day or placed in the drawer of a classified container marked “WASTE” pending destruction. Classified magnetic media will be properly degaussed, shredded, sanded, cut, or wiped.

    i. Combinations to classified containers will not be kept in wallets or written on calendars or desk pads.

    j. When offices or classified containers are unlocked, the padlocks, if used, will be locked or placed in the desk or container. Failure to do so permits an unauthorized person who is visiting the office to substitute the padlock with another padlock for the purpose of unlocking the office or container after duty hours.

    k. Uncleared janitors and other maintenance and service personnel who are working in the areas where classified material is stored or handled, will be escorted by properly cleared personnel. Announcement of the uncleared individual will be made in the office into which the individual will be walking, far enough in advance to afford time to sanitize the area. At no time will that escorted person be out of the line of sight of the escort (with the exception of the bathroom for opposite gender).

    l. The person locking the classified container is responsible for insuring that it is double checked to insure that it is locked.

    m. The last person leaving the office or building will check to insure that all electrical appliances are unplugged, doors and classified containers are locked and no classified documents are left in wastebaskets or desks prior to departing. If any classified container is found unlocked, the individual will call the security manager.  SF 701 will be used to record the signature or initials of the person conducting the checks and the time the check was made.

    n. Classified information will not be released until intended recipient’s identity, clearance status and need‑to‑know have been verified. Rank has certain privileges, but blanket access to classified information is not one of them.

    o. TDY and other orders are not sufficient for verification of security clearances. When making telephonic verification of a visitor’s security clearance, and need‑to‑know, do not call telephone number furnished by the visitor. Determine telephone number by referring to the telephone directory or telephone information operator.

    p. Army policy prohibits the act of listening to telephone conversations through the use of telephone extension or telephone speakerphones, as well as the act of recording telephone or private face‑to‑face conversation, unless the prior consent of all parties to such monitoring or recording is obtained.

    q. Any person who receives a document/disk/tape, which he/she believes to be improperly classified, will refer the matter to the security manager.

    r. Any person with knowledge of actual or possible compromise of classified information must report the circumstances to his/her supervisor or security manager.

    s. All unclassified official waste material will be destroyed in the same manner as classified material or shall be torn four or more times before discarding it in the waste paper basket.

    t. Working papers must be marked, protected and destroyed in accordance with the classified level of the material.

    u. Actual or suspected espionage, sabotage, deliberate compromise or other incidents involving actual or suspected penetration of security or restricted areas of 1 ID units, must be reported to the G2 Security office immediately.  If contact with the G2 Security office is impractical, the individual should report to the unit security manager.

    v. Classified material will not be removed from work areas without prior approval of the individual’s direct supervisor. Classified material which is authorized to be removed from work areas will be kept under the personal observation of the person who removed it at all times until it is handed over to the receiver at the final destination.

    w. Magnetic media will be conspicuously marked with the highest classification of information contained on the disk and protected in accordance with the level of its information.

    x. Under no circumstances will classified material be taken *home, left in a vehicle, clubs, Post Exchange facility or *hotel room, (*unless previously authorized for duty by the Security Manager or SSO).

    y. A list of classified material, which is to be hand carried away from one duty station to another installation, will be provided to the supervisor or security manager for the purpose of identifying such material in the event of a compromise or loss.

    z. Request for permission to hand carry classified information on commercial aircraft must be submitted to the Special Security Office (SSO), HQ, 1 ID.

    aa. A foreign travel briefing must be given by the security manager to all US military personnel and Department of the Army civilian employees who plan to travel outside of Germany or attend international scientific, technical, engineering or other professional meetings where it can be anticipated that a representative of foreign country intelligence will attend.

    bb. Operational Security (OPSEC) is a program designed to prevent foreign intelligence services from gathering information or material, which can be used to hinder the effectiveness of US military operations. Our enemies could obtain information through the interception of communications transmission, use of camera equipment and infrared equipment, from bits of unclassified sensitive information discussed by military personnel or thrown away as trash.

    cc.
The conventional telephone provides the most reliable and most voluminous intelligence on US forces in Europe. It is highly vulnerable to unauthorized intercept. Individuals should refrain from using “DOUBLE TALK”. Never discuss classified information over an unsecured line. Refrain from discussing classified information while someone else in the room is talking on a telephone.

    dd. Secure telephones were purchased on a USAREUR wide basis for secure communications. All soldiers are urged to use the available secure telephone unit (STU) when addressing, at a minimum, any information concerning:

            (1) Military exercises, no matter how big or small, and units participating in them.

            (2) Any activities concerning an exercise, to include number of participants, any dates of events, or particular soldiers/MOSs participating.

            (3) Information which would give the listener an idea of the financial status, morale level, fill state of soldier allocations, soldiers’ personal information (SSN, home address, etc), or readiness state of the unit.

            (4) Information concerning preparation for overseas movement (POM) or those who are to be POMed.

            (5) Language capabilities and related MOSs in conjunction with names.

            (6)  Task Force information.

            (7) Itineraries for visitors or personnel visiting/going TDY somewhere else.

            (8) Signals systems specifics (i.e., structure, individual parts, overall capabilities, etc).

            (9)  Relocation of unit assets.

            (10) TOE/UTOE/TDA requirements, present status and future gains/losses.

            (11)  Individuals and their clearance levels.

        ee. Individuals who willfully violate or disregard Army Security regulations or engage in espionage activities are subject to punishment under UCMJ or Title 18, US Code.

        ff. Any information which raises a doubt as to an individual’s suitability for continued access to classified information must be reported to the unit/activity security manager.

        gg. Unauthorized disclosure of classified information could have an adverse effect upon the security of this command. Therefore, individuals have a moral and legal responsibility to protect classified information in their possession or control.

        hh. Principles, criteria and procedures for the classification, downgrading, declassification and the marking of classified information can be found in AR 380‑5.

APPENDIX B

Briefing for Couriers Authorized to Hand‑carry/Escort Classified Material

B‑1. As a designated courier of classified material, you are authorized to hand‑carry or escort material while in a travel status between your duty and TDY stations. In some situations, you may not have actual access or specific knowledge of the information you are carrying. However, when you receive material in a sealed envelope or other container, you become, as defined in AR 380‑5, the custodian of that information.

B‑2. All military personnel and DA civilian employees are subject to Title 18, United States Code, which deals with unauthorized release of national security information. As a courier, you are solely and legally responsible for the protection of the information in your possession. This responsibility lasts from the time you receive the information until it is properly delivered to the station, agency, unit, or activity listed as the official addressee.

B‑3. The intent of this briefing is to help you become familiar with your responsibilities as a courier, duties as a custodian, and the security and administrative procedures governing the safeguards and protection of classified information. You must be familiar with the provisions of AR 380‑5, DA Information Security Program, with special emphasis on the following areas.

    a. Access. You will be given delivery instructions for the material when it is released to you. Follow those specific instructions given and seek assistance from a responsible official (your security manager) if you are unable to do so. Dissemination of classified material is restricted to those persons who are properly cleared and have an official need for the information. No person has a right or is entitled to access to classified information solely by virtue of rank or position. To help prevent unauthorized access and possible compromise of material entrusted to you, it must be retained in your personal possession or properly guarded at all times. You will not read, study, display, or use classified material while in public places or conveyances.

    b. Storage. Whenever classified information is not under your personal control, it will be guarded or stored in a GSA approved security container. You will not leave classified unattended in locked vehicles, car trunks, commercial storage lockers, or storage compartments in the passenger section of commercial airlines, and while aboard trains or buses. You will not store the material in a detachable storage compartment such as trailers, luggage racks, or aircraft travel pods.  You will not pack classified items in regular checked baggage. Retention of classified material in hotel/motel rooms, or personal residences, is specifically prohibited. Safety deposit boxes provided by hotels/motels do not provide adequate storage for classified material. Advance arrangements for proper overnight storage at a U.S. Government facility or, if in the United States, a cleared contractor’s facility are required prior to departure. Arrangements are the responsibility of the activity requesting authorization for the transmission of classified material.

    c. Preparation. Whenever you transport classified material, it must be enclosed in two opaque sealed envelopes, similar wrappings, or two opaque sealed containers such as boxes or other heavy wrappings without metal bindings. A briefcase, when used, will serve as an outer wrapping or container (if the package is properly wrapped and sealed on the inside; the briefcase cannot serve as the outer wrapper when using commercial aircraft). The inner envelope or container will be addressed to an official government activity (as if for mailing), stamped with the highest classification and placed inside the second envelope or container. The outer covering will be sealed and addressed for mailing (in event of emergency) to the government activity. Proper preparation is the responsibility of the activity requesting authorization for transmission of material. Do not accept improperly prepared material for transmission. Receipts will be exchanged when and if required.

    d. Hand‑carrying. The written authorization memorandum and your DD Form 2501 (Courier Authorization Card) should ordinarily permit you to pass through passenger control points within the U.S. without the need to subject classified material to inspection. Except for customs inspection only, airports have established screening points to inspect all hand‑carried items. If you are carrying classified material in envelopes, you should process through the ticketing and boarding procedures in the same manner as other passengers. When the sealed envelopes are carried in a briefcase (carry‑on luggage), it shall be routinely offered for inspection for weapons. The screening official may check the envelope by X‑ray machine, flexing, feel, weight, etc., without opening the envelope. If the screening official is not satisfied with your identification, authorization statement, or envelope, you will not be permitted to board the aircraft and are no longer subject to further screening for boarding purposes. Do not permit the screening official to open envelopes or read any portion of the classified document as a condition for boarding.

    e. Escorting. When escorting classified material that is sealed in a container and too bulky to hand‑carry or is exempt from screening, prior coordination in required with the Federal Aviation Authority (FAA) and the airline involved.

        (1) This coordination is the responsibility of the activity requesting authority to escort classified material. You will report to the airline ticket counter prior to starting your boarding process. You will be exempt from screening. If satisfied, the official will provide an escort to the screening station and exempt the container from physical or other type inspection. If the official is not satisfied, you will not be permitted to board and are no longer subject to further screening. The official will not be permitted to open or view the contents of the sealed container.

        (2) The actual loading and unloading of bulky material will be under the supervision of a representative of the airline; however, you or other appropriately cleared persons shall accompany the material and keep it under constant surveillance during the loading and unloading process. Appropriately cleared personnel will be available to assist in surveillance at any intermediate stops when the plane lands and the cargo compartment is to be opened. Coordination of assistance in surveillance is the responsibility of the activity requesting authorization for the transmission of the material.

B‑4. In addition to the information contained in this briefing, you should be familiar with the requirements contained in AR 380‑ 5, Chapter 8. Our primary concern is the protection and safeguarding of classified material from unauthorized access and possible compromise. Security regulations cannot guarantee the protection of classified information nor can they be written to cover all conceivable situations. They must be augmented by basic security principles and a common sense approach to the protection of official national security information.

B‑5. If you have any questions at any time concerning the security and protection of classified and sensitive material entrusted to you, contact your security manager or Command Security Officer.

_____________________________



_____________________

SECURITY MANAGER’S   (DATE)


SOLDIER’S         (DATE)

SIGNATURE






SIGNATURE

*USE MULTIPLE SIGNATURE BLOCK’S IF YOU WANT TO CONDUCT AND INDICATE QUARTERLY TRAINING ACCOMPLISHMENT.

APPENDIX C

Essential Elements of Friendly Information

C‑1. The following reflects examples of the 1 ID Essential Elements of Friendly Information (EEFI). These items of information require additional protection and attention to ensure their nondisclosure.

C‑2. The following items reflect information sensitive to pre-deployment:

    a. Mission capability and status of deploying elements, to include any organic structure or attachments.

    b.  Combat readiness of the Battalions/Companies.

    c.  Brigade organic transportation capability.

    d.  Any/all deployment dates.

    e.  Any/all deployment locations.

    f.  Communication support and effective dates.

    g.  Convoy routes, schedules, and rest stops.

    h.  Brigade/Battalion attachments or detachments.

    i.  Communication network structures and subscribers.

    j. Equipment and equipment status, to include major components, systems, or any shortages.

    k.  Brigade relationship with other organizations.

    l.  Exercise plans, objectives and scenario.

    m.  Relationship between exercise objectives and wartime plans.

C‑3. The following items reflect information sensitive to deployment:

    a.  Convoy routes and schedules.

    b.  Equipment status and readiness.

    c.  Unit readiness.

    d.  Unit manning.

    e.  Communications status.

    f.  NBC readiness posture.

    g.  Status of ammunition and rations.

    h.  Mission capability of deployed elements.

    i.  Personnel and equipment strengths and shortages.\

    j.  VIP itineraries.

    k.  Language capabilities and shortages.

C-4. The following items reflect information that is sensitive to redeployment:

    a. Convoy routes, schedules, and rest stops.

    b. After action reports.

    c.  Any/all shortcomings highlighted by the exercise.

C‑5. Information reflected above is not to be discussed or transmitted over non-secure communications means or in unsecured areas. This information may not be classified; however, it is to be treated as OPSEC sensitive and handled as such. Any information where there is a question as to its sensitivity, treat it as sensitive until a determination of classification of sensitivity can be made.

C‑6. POC your S3/G3.

NOTE:  This is not an official classified listing but of a “common sense” or FM approach to EEFI’s.

APPENDIX D 

PRELIMINARY INQUIRY INTO LOSS OR COMPROMISE OF CLASSIFIED INFORMATION / MATERIAL

1.  Where and when violation occurred.

2.  Who reported the violation and to whom.

3.  A summary of incident, identity of the document or material and its classification.

4.  An estimate of the cause of the violation, including contributing factors and identity of the person or persons responsible, if known.

5.  One of the following findings:

a.  Compromise did not occur.

b.  Compromise did occur.

c.  Probability of compromise is remote.

d.  Probability of compromise is not remote.

6.  If compromise did occur, or is the probability not remote, a sworn statement is required concerning the following:

a.  a estimate of the damage to national security

b.  a comment that the provisions of paragraph 2.210 (reevaluation of classification) have been complied with.

7.  A summary of corrective and disciplinary action taken or anticipated, if applicable.

8.  Recommendation on the need for further investigation.

SOURCE:  AR 380-5, para 6-103 

APPENDIX E

REFERENCES

AR 1‑40, Official Temporary Duty Travel Outside Continental United States

AR 15‑6, Procedures for Investigating Officers and Boards of Officers

AR 190‑13, The Army Physical Security Program

USAREUR Supplement 1 to AR 190‑13

AR 190‑40, Serious Incident Report

USAREUR Supplement 1 to AR 190‑40

AR 190‑51, Security of Army Property at Unit and Installation Level

AR 690‑1, Civilian Applicant and Employee Security Program

AR 380‑5, Department of the Army information Security Program Regulation

AR 380‑15, Safeguarding NATO Information

AR 380‑20, Restricted Areas

AR 380‑25, Safeguarding Information Pertaining to Certain HUMINT Activities

AR 380‑28, Department of the Army Special Security System

AR 380‑35, Security, Use and Dissemination of Communication Intelligence (COMINT)

AR 380‑40, Policy for Safeguarding Information Pertaining to Certain HUMINT

Activities

AR 380‑67, Clearance of Personnel for Access of Classified Defense Information

AR 381‑12, Subversion and Espionage Directed Against the US Army (SAEDA)

AR 381‑20, US Army Counterintelligence Activities

AR 381‑47, US Army Offensive Counterintelligence Operations AR 600‑31, Suspension of Favorable Personnel Actions

AR 600‑37, Unfavorable Information

USAREUR Regulation 380‑60, Travel and Assignment Restrictions of Certain Personnel

DA Circular 604‑81‑1, Requests for Personnel Security Investigations

FM 19‑30, Physical Security

Director of Central Intelligence Directive (DCID) No 1/14, Minimum Personnel Security

Standards and Practices Governing Access to Sensitive Compartmented Information

U.S. Army Central Personnel Security Clearance Facility Letter of Instruction, 80‑1

Message, HQ, USAREUR, AEAGB‑CI(S), 060949Z Aug 81, Subject: Waiver of Civilian

             Applicant Investigative Requirements/Interim Emergency Security Clearances

             Letter, HQ, USAREUR, AEAGB‑CI(S), Limited Access Authorization (LAA)

GLOSSARY

	ACRONYM
	EXPLANATION

	AIS
	Automated Information System

	B&C
	Badge and Credentials

	CCF/PCCF
	Central Clearance Facility/Personnel Central Clearance Facility

	CCI
	Continuously Controlled Information

	COMCENTER
	Communications Center

	CPO
	Civilian Personnel Office

	DCII
	Defense Central Index of Investigation

	DCSINT
	Deputy Chief of Staff, Intelligence

	DECL:
	Declassify on

	DEROS
	Date Expected to Return from Overseas Service

	DO
	Director of Operations

	DoD
	Department of Defense

	DIS
	Defense Investigative Service

	DNACI
	Department of Defense National Agency Check with written inquiries

	EEDC
	Eastern European and other Designated Countries

	EEFI
	Essential Elements of Friendly Information

	ETS
	End of Time in Service

	PCS
	Permanent Change of Station

	LAA
	Limited Access Authorization

	LAC
	Local Agency Check

	MOS
	Military Occupational Specialty

	NAC
	National Agency Check

	ODCSI
	Office of the Deputy Chief of Staff, Intelligence

	OPORD
	Operations Order

	OPSEC
	Operations Security

	POM
	Preparation for Overseas Movement

	PR
	Periodic Reinvestigation

	RIF
	Reduction In Force

	SAEDA
	Subversion and Espionage Directed against the US Army

	SAP
	Special Access Program

	SBI
	Special Background Investigation

	SCI
	Sensitive Compartmented Information

	SIR
	Serious Incident Report

	SSBI
	Single Scope Background Investigation

	STU
	Secure Telephone Unit

	TOE
	Table of Organizational Equipment

	TSCO/TCO
	Top Secret Control Officer

	USAREUR
	US Army, Europe

	USCO
	US Contact Official

	USIRR
	US Intelligence Records Repository


FOR FURTHER GUIDANCE SEE:


CH 5, AR 380-5


USAREUR SUPPL 1 TO AR 380-5
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