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Please note that this Information Paper only provides basic information and is not intended to serve as a substitute for personal consultations with a Legal Assistance Attorney.  

Identity theft occurs when someone uses your name, Social Security number, credit card number, or some other identifying information for their own use. It occurs when someone takes your personal information without your knowledge to commit fraud or theft.

Identity theft victims know that it can sometimes take considerable time and effort to clear up credit and other personal records. Exactly which steps a victim should take will vary depending upon individual circumstances and how the identity was misused. However, there are three basic actions you should take in almost all cases: If you haven't already done so, immediately contact the fraud departments of each of the three major credit bureaus, as explained in Identity Crisis... What to Do If Your Identity Is Stolen (alert), at www.ftc.gov/bcp/conline/pubs/alerts/idenalrt.htm, and report the matter. The credit bureaus will send copies of your credit report(s) so you may review the credit reports carefully to make sure no additional fraudulent accounts were opened in your name or unauthorized changes made to existing accounts. You should also request that the credit reporting agencies place a fraud alert in the file, as well as a victim's statement asking that creditors call before opening any new accounts or changing existing accounts. For any accounts that have been fraudulently accessed or opened, contact the security departments of the appropriate creditors or financial institutions (e.g., the credit card company that issued the fraudulent credit card or the bank that holds the account that the identity thief accessed). File a report with local police, and get a copy of the report in case the bank, credit card company, or others involved need proof of the crime. 

ID Theft Victim Rights Under Federal Credit Laws: 
Some of these can help undo some of the identity theft damage. These rights include: 

Under the Fair Credit Reporting Act: (www.ftc.gov/os/statutes/fcra.htm)
You have the right to receive your credit report. You are entitled to receive the report free of charge if your report is inaccurate because of fraud. You have the right to dispute errors in your credit report. Once you notify them in writing, the credit bureau and the company that furnished the inaccurate information to the credit bureau must investigate the disputed information. The credit bureau is required to remove incorrect information from your report.

Under the Truth-In-Lending Act (www.fdic.gov)and the Fair Credit Billing Act (www.ftc.gov) If you report to the credit card issuer that your credit card is lost or stolen, you cannot be held responsible for more than $50 of unauthorized charges. You have the right to dispute errors on your credit card bill. If you send a written notice to the credit card issuer within 60 days, it must investigate and either correct the error or explain why the bill is believed to be correct within two billing cycles or 90 days, whichever is less.

Under the Electronic Fund Transfer Act: You have the right to dispute errors on your electronic fund transfer account statements. If you send a written notice to the issuing financial institution within 60 days, it must investigate and either correct the error or explain why the account statement is believed to be correct within thirteen business days. In some cases, if the institution needs more time, it may take up to 45 days to complete the investigation.

Under the Fair Debt Collection Practices Act:(www.ftc.gov/os/statutes/fdcpa/fdcpact.htm) If a debt collector contacts you about a debt that you believe you do not owe, you have the right to file a dispute with the debt collector. If you do so in writing within thirty days of the collector's initial contact with you, the collector is required to stop all collection efforts until the debt is verified and the verification is sent to you.

The FTC IdentityTheft web site  (www.consumer.gov/idtheft/) has more detail on Identity Theft, including steps to take to protect against identity theft, and how to respond to specific types of identity theft. 
